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11 E EEM S

HE A Esquid AR, T EER B A ERURL, B, SRS g sk
AT : http://www.example.com/pagel.html , 55 i) &% 0] DUB 35 SR 528 20 ) 1 3 5, 49104 -
http://www.example.com/page2.html . squid A ZMECH IURI, %2 %7 i (1) S 4R i sk —
FEo BN N AT W 2R AT, squidBs e AT E BT IURIR .

HE [ DY RESCVFIRHRAT 55 squid AHOG VR 2 AT R o VF 22 0t nl A FT e ATT S B R -
vri ], RN, AMEHR, SR LLSEIRN AR bug.

SR HE 1) e 2EAT U el S R aF Ak 2 o, Rl DORE T [958 5K HEE 1] 31254 0T
I, XA G0 ARRE A A Dt PR SRR 48 o AR 2 AT SE 1) 4 LU squid A7 T 425 1)
AT IHE . RIMAANRSE R, FE [ aIFAREDT MR SR R I 7 B .

VR NI EE [ de kit 3 web LI 75 o KM EE K, ATLCREXS GIF B¢ JPEG )
BRI K, SO SRAL T ARG 4% LA, N . X, T ERE R T, AR
113 AN 35 00 DL TR AT =5 o

PrUEAJFT L, BE ) de L SE AU — MRS, B MR A LB URL AUOLAR(E R,
FHROETI) URI SAERRAE L . Per Rl Python J& 5 5 5E M 4 MUAT IR 5, VB AR FAEH]
GiEvEiE S (B C) BLKEEAFIVERE .

Squid A BA B S AR E FREY . M B, (R STEHN S A QI EE [ &,
o FERIAG S 1. %ISR A A squid AEDE LR Z M e . Tetb g LA
{5 5147 Perl FE [ g7 Bl o MR SAEAE T A NI E &%, MAVZ A 'S, 1i5k3) 11.3
o,

11.1 EEEEFEN

HLE () A AR PR AR L, BRR AT 2K | squid AR . ST EFE T AU TR,
DA% 53 T

1)#K URI

2)% ) 1P Mkl A 5E 4 vl 5 4 44

)4, ilid RFC 1413 ident oA H 46 IE

AHTTP ik 7

il
http://www.example.com/pagel.html 192.168.2.3/user.host.name jabroni GET

R URIL U 207005 5K, AT &l g fF. AR, 70 Bobric CBilins - R At s 1) 3
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A WREET .

HATCREROEE P Hibk, FIn kR e nl I kA4 (FQDND . RN 1 log_fadn
R4 0 T srcdomain ACL JG%, FQDN A& iE . AR, FQDN A%, K24
I 45 A5 B O AT E L DNS HLIEAff 9158 B ) 3 DX 38 B it squid ASJniiE & 7 (1) FQDN,
B ARG (). il

http://www.example.com/pagel.html 192.168.2.3/- jabroni GET

40 squid TR TS JE T 1 44, %7 ident d8A 2B E . A4 T ACBEIGAE, ident
ACL Ju %, B T ident_lookup_access, X fiAoxk k. #R1MIGE04E, ident_lookup_access
RN P E squid IEZZIFRACH . Hetgiliid, RAnVREaS T i%368%, HEA M Ul a6,
squid 55T HE [ ERE N, WVFIAFIEH P 4. R4 squid AEEH 4, B ER A
TR (). Bt

http://www.example.com/pagel.html 192.168.2.3/- - GET

Squid M HE )R LA — AN e % URI. 40 squid S2EC— 24T, JR4G URI {58
AR,

L M PRI, BRARTEARHER N 5L A end-of-fileo 54 a2 m) 32 R St LR
i, squid 7¢ cache.log L5 — 4545 A

WARNING: redirector #2 (FD 18) exited

fhn 50% F HE ) BE R LR, squid 2 AR A 1 SR H

11.1.1 AEAEE 2/ URI

gk URI & 254%, Jf H. uri_whitespace 54 & 4 allow, ABAAEM4E URI HLIKY
RSB AL B F T )4 o WA T [ AR AT SRR T B, B EAEIX G oL F S IR N . 7EAf
MEE A, A 2 NELCRAAEE URL BLF 4

—/NIETE Y E uri_whitespace $74 AATM{E, BT allow. BRINIWE strip, 76 K%
B E A RN ke, PR squid ZEARAT HTTP 3% sKINF, ‘& i S i A URI B IR 254%
IR I HAB LS B, T W% A.

B B3R TTIEANAIAT, AR 25U DR T E ) s R AT s AL W 75 b, LURSr IS K a5 11

i, Ban e B3z A squid AT LT ANE 44, e B 34 JTER A IP Hillk, ident,
ANERIT e AEfRJR 3 DNICRE AR, 48K URI.
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11.1.2 P HTTP EEME A

A HLE P S SUR T URL I, B3 ANENIE squid PE IUEBOHT ) B U5 o i it
RKRET T HTTP RFC. RANMRAUA LA TR B M=, A — /g5 T 1Tk squid i [\ HTTP
HE [V R e TR R LE R E ] 2R T URI AT A 301, 302:, 303:, H 307:.

B, B i) e A bR v Y LS M AT

301:http://www.example.com/page2.html

Squid IR [FI AL FRJ i Y. 1) 75 i

HTTP/1.0 301 Moved Permanently

Server: squid/2.5.STABLE4

Date: Mon, 29 Sep 2003 04:06:23 GMT

Content-Length: 0

Location: http://www.example.com/page2.html

X-Cache: MISS from zoidberg

Proxy-Connection: close

11.2 EEEFTH

il 11-1 2 H perl B REAER W AT M As. S HME, KX squid-cache.org 3 4
) HTTP i3k, AR T IR A 15 0k 0 . W R TE >R www.squid-cache.org B¢
HB Gl 2 — 1 URL, ZBIAK BT URIL, K014 %0 wwwl.au.squid-cache.org

L E ) RIS B (138 F i) 8L A7 110, 1 RIX LA R stdout AT 847

Example 11-1. A simple redirector in Perl

#1/usr/bin/perl -wl

$|=1;  # don't buffer the output

while (<>) {
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($uri,$client,$ident,$method) = ();
($uri,Sclient,Sident, $method) = split;
next unless ($uri =~ m,*http://.*\.squid-cache\.org(\S*),);
$uri = "http://www1.au.squid-cache.org$1";
} continue {

print "$uri";

) 11-2 25— AR 2R R IAS . 7R LA T AP 2k, 2 URE 5 A 410
T, FELEZIE K o AR R T T AT 51— AN T5 ik AR 12T A 5 AR,
HE [ R [0l AT, SRR AL

BB L/ o (B0 ident 55 T-"BigBoss,” , BoK H 192.168.4.0 1, i Kk
HiEL . 5, TATH 3015511k ik squid MR [5] HTTP & [m v S 2R . R, AR
FeBEARA 2L, AR IR, SRIEFFE LA E K

Example 11-2. A slightly less simple redirector in Perl

#!/usr/bin/perl -wl

$|=1; # don't buffer the output

$DENIED = "http://www.example.com/denied.html";

&load_word_list();

while (<>) {
unless (M,(\S+) (\S+)/(\S+) (\S+) (\S+),) {
$uri =",

next;
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$uri = $1;

$ipaddr = $2;

#$fqdn = $3;

$ident = $4;

#$method = $5;

next if ($ident eq 'TheBoss");

next if ($ipaddr =~ /7192\.168\.4\./);

$uri = "301:3DENIED" if &word_match($uri);

} continue {

print "$uri";

sub load_word_list {

@words = qw(sex drugs rock roll);

sub word_match {

my $uri = shift;

foreach $w (@words) { return 1 if ($uri =~ /$w/); }

return O;
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KTH'S B CIHE A 108 2 B, AR B 11.5 55 HLER B K 55E 17 2 (AR .

11.3 EFE @M

HE M 28 W] B AT A B AR B N 2. fan, B n] Be B dE E, ERIENZER
B, s T E 24T . squid AR e ) BERE M DA AT B AT TAE. A
TE AT, squid B sRIBASZE A .

RPN, squid $2 G A BE bR R SR BT B — S IR B
U SRRARHAR, 2R HE M A VR B CREALBEPT AR K,

ATLMEH redirect_children 54 k428 il 5 a2 ] #5101 size . BRIEL AL 5 ANRERE 13 & squid
ANE MR D R Bh A A sl gk FE T 1) sizeo JXAE, ABUURIGE 5 size PR RWFTH
(1) ) AT, squid S sRHERN o B an BAAAR S K O 2ERE size 19 2 £%), squid
PAECAT B R T BIR

FATAL: Too many queued redirector requests

FEAZTEIE R, ARSI N T 52 1) 211 size, meds Hofth 45 75 DALE 50 5 [ 28 g 58 PR (1) 4k
FRIESR . URAT LU cache 47 Lg% (1) redirector WIS A LA KD, BN Z HE ] 384

is47. .

% squidclient mgr:redirector

Redirector Statistics:

program: /usr/local/squid/bin/myredir
number running: 5 of 5

requests sent: 147

replies received: 142

queue length: 2

avg service time: 953.83 msec

# FD PID # Requests Flags Time Offset Request
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1 10 35200 46 AB 0.902 0 http://...

2 11 35201 29 AB 0.401 0 http://...
3 12 35202 25 AB 1.009 1 cache_o...
4 14 35203 25 AB 0.555 0 http://...
5 15 35204 21 AB 0.222 0 http:/1...

Rz B, AR W R s fa— AN T s s sk B, LT RBIECE A2, Bl
I AZHE I EE 5 ) g Y size. S — 71, AR ILEIVEZ 558 [n) s A TR K, iz D ERE
W sizeo

11.4 B & Squid
T4 5 4~ squid.conf 54, =il squid HLE & M 28 AT A

11.4.1 redirect_program

redirect_program $i5 4 Fi5 7 H€ [ FE T @ 24T . il
redirect_program /usr/local/squid/bin/my_redirector -xyz

W, HE TR squid B ID BT . R D HELe By, squid ASREPAT
FE A4, PRFEAE cache.log B L BAS D S . 90

ipcCreate: /usr/local/squid/bin/my_redirector: (13) Permission denied

Pk squid (I TARJT 30, 3 squid SERE AT BEANKHIE P AT H € o) R /3 0 ) R £E - squid AN
R, BREREE MR R RN . AR5 T

WARNING: redirector #1 (FD 6) exited

XK, AR AR WE K%Ly squid FIEE— AN SR anbEs R, WAF4iAL 2 cache.log 1 HAth
B, RO E M REP AT squid BT .

11.4.2 redirect_children
redirect_children 5448 & squid NiZ )i 2 /b 55 [ BERE . 14
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redirect_children 20
Y BT L [ s [ IRt iNE, - squid 338 i cache.log % H 284

WARNING: All redirector processes are busy.
WARNING: 1 pending requests queued.

Bcan WRIXFE s, ARBOZI IR %, JFEJE (8 reconfigure) Squid. {E
WIBNFET size A2 € 0] 25 0 2 £, squid LA GR H

ANER KK redirect_children ¥ 0 k2% 11 squid 48 55 1) 28 . 7 24 M squid.conf H
M redirect_program 475k AT LA T o

11.4.3 redirect_rewrites_host_header

IERAEBLR, squid 7R H B [ As i), S B0 K IK) Host Skl g ul, (B e
Ii1) 235 B R8T URI B0 AR 8] i 2 HL4 , squid 5458 (1) 0L 44 I8AE Host Sk o 8 448 ] squid
fEAREEN (surrogate, . 15 #), FRWVFAELE redirect_rewrites_host_header 544 off
RAE X FIAT A -

redirect_rewrites_host_header off

11.4.4 redirector_access

IEFEHOUT, squid KeREAN G SKAIRAE T E W 4% 2817, W LUEH] redirector_access AU
KA RPN R IR g K . %iE7L Y hitp_access A

redirector_access allow|deny ['JACLname ...
.

acl Foo src 192.168.1.0/24
acl All src 0/0

redirector_access deny Foo
redirector_access allow All

%GB, AHTATULAL Foo ACL ISk, Squid Bhid i 5E i) 2% .
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11.4.5 redirector_bypass

R W 17 redirector_bypass 54, squid 75T HE M AT RN, S e, IEE
BN, squid K AR ARG SRHEDN, ERIFAE R T . B WnZBA SRS RKOK,  squid
DLELA AR R o S %R 200k squid KA S IE BT FOIRE .

AR, PR R RGN, S SR T REAN S E ] o UK RER R B
{7 LRI04 4 R AT

redirector_bypass on

11.5 FRITRIEE )25

T, squid MYEACHS AL B AT o] H1 0 n) i . 2110, 83T http://www.squid-cache.org
() Related Software TUIfiF1EF:, 1 LARBIVF 2 A HIUEE =7 g nds. W R —28imATm)
L E ] 4+

11.5.1 Squirm

http://squirm.foote.com.au/

Squirm i Chris Foote 2T, &M C 45, J{E GNU A HVFAiE (GPL) N AR ATJA
RIS, Squirm (K ThHEALHE -

DAEE P, DN A

2) 5¢ 4 11 D) R = UG P R 46

)X AN [ (1) 3% 7 AN AN [ 11 B 5 1) 1) 26

A) i AT IAE B 2B Ik

5) R iR AR 2, AL E SO AR, AN SRAEAT AR 5
6)¥%f debug 7 8, HRMEE, AIHALE ZE B SR HE S/

11.5.2 Jesred

http://www.linofee.org/~elkner/webtools/jesred/

Jesred i H Jens Elkner 2 T ‘& /1 C 4’5, %7 Squirm 1Mk, 4 GNU GPL K K47,
H I re .

1)kt Squirm B4R, (HNAAE T Z
2)LEIZ AT I fif L A
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3)5e 4 IE MR IL UL R AT e
A)B5 bR, BN EC BSOS R, S AR RAFAE T 2
5) AT LEFE AL SR H SR B H S S0

11.5.3 squidGuard

http://www.squidguard.org/

squidGuard i [ Tele Danmark InterNordia [] Pal Baltzersen #i1 Lars Erik Haland. '&;7f: GNU
GPL F&k47. YEEH{# squidGuard ZEBIAL Unix R40 ERERAA G 1. AT A0 & T2
SRS . G R A& squidGuard (1) 2L T R

1) BEPT L s ARBEAEAS RIS 1], S FHAS ) (AR 0] 380 AN (] 1) 25 4
2)URI B4, 1 AR S 4

)printf AW E e, ARVFIEALSEL CCI A K T HlE B

A) 7 FFEE ) 9% 1) 301/302/303/307 HTTP & [k A 65 o g

5) nJ i 48 (1) S U H &l sk

7 squidGuard ffyuh i, IS0 LR BT 100,000 ANk AR R4 5, EIRLE, #,
Bah, BE, 8, FMHALE 2Rk,

11.5.4 AdZapper

http://www.adzapper.sourceforge.net

AdZapper JE/NATIHEE A, FEBAEE HPSEN HTML TUm B & . e
Cameron Simpson it 5 [ Perl A . AdZapper GERHIERSIEE A, 3 aCE 0, flash B,
U THELAS, A web bug. AL S IEWRIAR SR, FHLACE IS O ), B
S5 URIL. Cameron 5E 1 50BN A RIRUC A . IRILEELES IR A AR UL R A1) 36
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