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Figure 9-1. How HTTP interception works

Squid

Fauterswitch g

User

1H P AR EE (user-agent) ARG SR FEAS BRI, e X JEUAR IS 45 Ak index.html ik, i 40:
www.oreilly.com. ‘&7 22 J5UUA 4575 1 1P Huhik, By LASE R —/> DNS 3K

Packet 1

TIME:  19:54:41.317310

UDP: 206.168.0.3.2459 -> 206.168.0.2.53
DATA:  d......... www.oreilly.com.....

Packet 2
TIME:  19:54:41.317707 (0.000397)

Squid UL 2



UDP: 206.168.0.2.53 -> 206.168.0.3.2459

DATA: d........ www.oreilly.com............. PR....%........ PR.
S PR...nsl.sonic.net......... PR...ns2.Q........ PR
wns..Ma, o TR lz....b...

2R TP Huhik, FIACRERIAA AL B B4R I 55 4 80 i I () TCP 3 #%:

Packet 3

TIME:  19:54:41.320652 (0.002945)

TCP: 206.168.0.3.3897 -> 208.201.239.37.80 Syn
DATA: <No data>

3. % ph A A M ML R ) H k2 80 i 1) TCP SYN . F— & KA 2K T
B PB4 JRASHOR T SEmS b L P2 4% T S A TCP (0 R %1 Squid 9%k
PRt . Y squid ELEREETE RIS HEA I, BRIXPE TAE. X5 WCCP Sfeist, [ hissd4s
TCP 4% GRE . [ GRE fL45E [ U IP dhhl, &I AEBOMIL 2 A FIIEATH .
R, WCCP 283k squid L EELE RS 35 b

4.5quid EHLIIEAE R 2 BIEAH. XF 4 2280k, TCPIP WIFsefa iz,

Bt T GRE £, EHLARIEAMEI IP I GRE Sk, JHR 546G TCPIP ALK
FEHTAN AT L

WA squid FHUEZ B R E RN LR RIS IEFIEO R, XM
ANVCECATA A b, &8 BT A T ik BN IMBEA L, RUOAERZEBIRE RS
s P R

5.2/ Ui i) TCP/IP ALl i JEACHD AL T . edln Bl i VL U SEAS N, 2R 75 N %
HATIXA 04y squid. WRBATIXFERGHIN, A% TR S s e B 2 U R4y Iidh
Hids s, IEAGEARAE

TR SYN I H (13 2 80, {H squid 1] BEMT W 7EA W] 1 1, 440 3128, A1 &M
M SRV AR 55 115 o ARAS 1L squid {7 80 3 . i tepdump, FREEWLFNXAE, K4
e R AL AN 2 T CE ok I 8% 42 AR

RIS squid W7 80 i I, A et i ) 3 [ ATy o A0 EMK o 1] LAl squid ANfRix st
Ui B2 A O A AT, B A AN B R (4 squid.

6.Squid 57 B HER AL, CEZIXAER . WZ K% SYN/ACK LR M5 % )7 bify
Packet 4
TIME:  19:54:41.320735 (0.000083)

TCP; 208.201.239.37.80 -> 206.168.0.3.3897 SynAck
DATA: <No data>

BRI — R, IR SR A 55 4%, R R A RIS IR 548 BRAE RS
SR SRR AT H b A e — 1, JFRe e et ma N o L L
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7N ) SYN/ACK 4, JATEESEREM TCP k. M ARBLBLAEAME & 2 4%
B IaR G545, Prele il HTTP i K.

Packet 5

TIME:  19:54:41.323080 (0.002345)

TCP: 206.168.0.3.3897 -> 208.201.239.37.80 Ack
DATA: <No data>

Packet 6

TIME:  19:54:41.323482 (0.000402)

TCP: 206.168.0.3.3897 -> 208.201.239.37.80 AckPsh
DATA: GET/HTTP/1.0

User-Agent: Wget/1.8.2
Host: www.oreilly.com
Accept: */*

Connection: Keep-Alive

8.5quid #2252 HTTP ik . "B ] HTTP Host k#8558 URL k523K URL. 7

KR,

AJ7E access.log SCAFHL L E http:/iwww.oreilly.com.

9 MIX ST 4R, squid 1EH AL BRI K . — % cache fiv 37 %R [P, cache ERSHE K
B JFAG 554s -

10.5% )5 »

Packet 8
TIME:
TCP:
DATA:

72 squid A5 Al 55 2 12 52 I AR i 8«

19:54:41.448391 (0.030030)

208.201.239.37.80 -> 206.168.0.3.3897 AckPsh

HTTP/1.0 200 OK

Date: Mon, 29 Sep 2003 01:54:41 GMT

Server: Apache/1.3.26 (Unix) PHP/4.2.1 mod_gzip/1.3.19.1a mo

d_perl/1.27

P3P: policyref="http://www.oreillynet.com/w3c/p3p.xml",CP="C

AO DSP COR CURa ADMa DEVa TAla PSAa PSDa IVAa IVDa CONo OUR
DELa PUBIi OTRa IND PHY ONL UNI PUR COM NAV INT DEM CNT STAP
RE"

Last-Modified: Sun, 28 Sep 2003 23:54:44 GMT

ETag: "1b76bf-b910-3ede86c4"

Accept-Ranges: bytes

Content-Length: 47376

Content-Type: text/html

X-Cache: MISS from www.oreilly.com

X-Cache: MISS from 10.0.0.1
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Connection: keep-alive

ANAZAE AL B s R AR squid 2 J5ia ik 55 s IERE . BnIX RS DLk A, squid
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PEH HTTP o URATLACAE, 800, sMER squid 2847, AN W58 ma iR ] L
TR

KT HTTP £ T EAR UL ZEARET T TCPIP ARHE. IX L IERES s 5AZ
HA LA TCPIIP A2 H (1 1Ptk FL R % 1) LML AR 1M % e A 31 cache ACBEAR IR 13X L1
PRILh e S AR 32 AT R I e . H AR 1, DOV EAIE S ELIER) web JIRg54%

£iE.

TXFE TR EL 2 B2 WA 1) Microsoft 1E S W s v A= 7™ 8 i) il o 31 B4 1) Reload 4412 hil
Hr HTML GUIHIR) 55225 5 I 7325 400 s 45 e L A cache /RIS, reload 15K B3 1 —
/> Cache-Control:no-cache 3k, ‘&5®ij =4 cache 2% (B cache il ), FEAM LRI N &1
AT ST o AR A AR I AT AR, ) Vs 2 2% . AT cache #A4k I, A
NN EEERE S UGk, BB B E % EXMEIE T, squid Asx i
J I Reload #4411, tHVFAN2EAE cache MM . squid [ ie_refresh #2417 i vt bug 1) 533 At
Yo WS Ado Microsoft LV 7EIL IE 5.5 SPL Al 73X A il /i

DA BB HL e, FRANRE S & cache £AARAE ] HTTP ACEIEGAIE o DX Ay 25 7 i AN IX AN L,
EASRILLEN Proxy-Authorization Skif. 534k, 407 (FREEEGUEIESRD ma AR AV
M, AW R RS R G OR R AR IRSS 5, TR AR 55 2 MORAN 23 3 ki B

WAKEAE cache ££45 i ] RFC 1413 ident 25 (L 6.1.2.11 #4). Squid ANAEXT L E K IP
Huhk BT TCP Socket 4% . #AE R KA BOEH R squid I, EHATIGN . )5,
24 squid 7522 bind Fi ) TCP Socket Z| &M IP Mok i, “EAGEATI I - & 48 bind [ ik 52
B EIFAESCIEASHIIE,  Frik bind ZR 8 H AU

cache F= AR 5 e v B BH 1 E M 30 3h 1) 1P a9 58 (I RFC 2267:Network Ingress Filtering:
Defeating Denial of Service Attacks Which Employ IP Source AddressSpoofing). # &% 9-2
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AT DR B EN ARSI B DS bk RO H 0 o i ey L e R b bk g I A 322 ) 245 1) 040
o g VR LT .

# lan0
allow ip from 172.16.1.0/24 to any via lan0
deny ip from any to any via lan0

# lanl
allow ip from 10.0.0.0/16 to any via lanl
deny ip from any to any via lanl

Figure 9-2. Interception caching breaks address spoofing filters
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DAEFRF, gt lanl 1) squid EHURCE KE=HOK A lan0 FF i HTTP &G, 2K
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XAE LA T, AT S R 4 IR 55 Bt
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it B SRR (R0 T DR R sACRE AR ED, Bl A LT THL4 . AR,
AR e URL #6045 squid,  FH squid SRETH 4G IS5 4% 1 1P Hihik

I3 NGB, squid $ES AR H 1P M hERERL . B, 24> web 3l fi9HL T, HEA
S84 DNS i sRAFAE . squid PAREX Nl R 32 TCP k. %) i I\ b izl iR AE18 1T,
DURERAT . 2 squid JER RIS AR AR 55 4% RIS, & sl R [ 48 4 L

T —TEANE, HTTP £ A AR T I A SR T s A VF 2 AN 4L 04 5 AR,

I HERCE R Ha, ANAEP IS E MR N e JRam N BURAER JL N ] 12
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9.3 MK HF

MAEAR T iRt T cache £2EIAH AN Y, 1 FRATE F W] SEBR LS TAE . TATCHE M4 % %,
EATHEREAE HTTP %8z,

9.3.1 P& Squid

FEZBCE T, VRIS T A B 2% i e 2 K2tk HTTP 3. AUEFIY, squid 12477/ Unix &
ge, ety (S, H K 9-2.

Figure 9-3. A system that combines routing and caching can easily intercept HTTP
traffic

lsers

Router/bridge
= and

figs/SQ_0903, gif

Gateway 1o
the Irtemet

ZHCEAR LB T 9.1 FRSL =D, squid EHLAE M AR A, B HTTP IE# 4.
BRI %, 5 HARE R 9.4 F.

9.3.2 JIEA#H

VI2 BN DY 2 A ALK SO HTTP #2480 1388 R L8 22 1) T R, 9 g I A
BAIE T o AT 3K HEAAL DI O Tk MAS I AN 7 2805 145 5L, 5 L O'Reilly's Server
Load Balancing and Load Balancing Servers, Firewalls, and Caches (John Wiley & Sons). I
MEWE T SRR IR E .

9.3.2.1 Alteon/Nortel

N AL E Sk [ ACEswitch 180 F11 Alteon's WebOS 8.0.21. W 2% ¥ i W& 9-4.

Figure 9-4. Sample network for layer four switch interception, for Alteon and Foundry
examples
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B R R 1, kg 0 2 ERE R RRE M, squid BTG I 3. NI AT R AS B
Icfg/dump Ay 2% o RTCARRA T IX 24T, FL4, 75 Alteon [FHTHRERAE R, Fdbmy 4
ATREAE T o TEE Alteon fEIX AN THAEIYfi Web Cache F &[] (WCR). @1 F /2 Ab B AL 1%,

1. BE, RSB Alteon AZHAL— IP Mkl o X2, DAMEASHALAERL A squid
UFERTR A

[cfgliplif 1
ena
addr 172.16.102.1
mask 255.255.255.0
broad 172.16.102.255

2. Alteon ) WCR J& Tl 45 518541 (SLB)EC & o AT LA, A28 F I R div & AEAS B p L3
SLB Ijfi:

[cfg/slb
on

3. ULE, H squid [ 1P Mtk sE X real server:

[cfg/slb/real 1
ena
rip 172.16.102.66

4. WIGE XA, FEIrHcgs real server — A4S

[cfg/sIb/group 1
health tcp
add 1

5. T 2 uERIN . 28 1 ARRIVLIS HTTP 38 (H A% 142 80 i) TCP £1), Jf
FE A EATIRIAL 1 server. 2 2 ZAUN LR AT AR Bt A0, JF IERHREAT.

[cfg/slb/filt 1
ena
action redir
sip any
smask 0.0.0.0
dip any
dmask 0.0.0.0
proto tcp
sport any
dport http
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group 1
rport 0

[cfg/slb/filt 224
ena
action allow
sip any
smask 0.0.0.0
dip any
dmask 0.0.0.0
proto any

6. Ifa— P4y SLB BUE TR A . By 1 b, AAFRE P GX e i
MERRS D), RN 2 4ok g, e 2 b, ANZRECEE IR RS (Fltn, 1Ak
%925 Internet):

cfg/slb/port 1
client ena
filt ena
add 1
add 224

[cfg/sIb/port 2
server ena

T RAIE HTTP £ AL S IE I TAE R4f, ARn] LU /stats/slb Fl/info/slb S22 BL¥ i 4
linfo/slb/dump 2 PRis A7 R0 2 24> SLB Be & 1 7 v2::

>> Main# /info/slb/dump

Real server state:
1:172.16.102.66, 00:c0:4f:23:d7:05, vlan 1, port 3, health 3, up

Virtual server state:

Redirect filter state:
1: dport http, rport 0, group 1, health tcp, backup none
real servers:
1:172.16.102.66, backup none, up

Port state:
1: 0.0.0.0, client
filt enabled, filters: 1 224
2:0.0.0.0, server
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filt disabled, filters: empty
3:0.0.0.0
filt disabled, filters: empty

TEZH R, FEEBIAHAL B R Squid 7E5 3 ERTRIA, JF HigqTIEw . Rt RE W31 uE
RO 1S3 Lo s FPREATT L, i 1 g SOA % S 1, i 2 SRR I

Mg 11
[stats/slb/real iy 4> &7~ real server(squid) 15 T4 1]

>> Main# /stats/slb/real 1

Real server 1 stats:

Health check failures: 0
Current sessions: 41
Total sessions: 760
Highest sessions: 55
Octets: 0

RISyt 5405 (it TCP MR HUEAHG. WXz

B
5, Istats/slb/group i & wos JLT FAERAE S

>> Main# /stats/slb/group 1

Real server group 1 stats:

Current Total Highest
Real IP address Sessions  Sessions Sessions
1172.16.102.66 65 2004 90
65 2004 90

fRWIA I 14> real server ZEZH L, %% H & FE A i,

9.3.2.2 Foundry

BT %

Octets

Ly BIIES s

R PRC E oK H Serverlron XL, 1E4T I IRAS S 07.0.07T12, BRATI—FE, 27 Ui fE
Uty 1, Internet ZE4EAEN 1T 2, squid IBAT7ENT H 3. AR1M, XFERIRCE /D T ARV, RIhIX
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LA LS HTTP 42 R4, Foundry ) cache $44 1) 4% 7- MU 45 Transparent Cache Switching
(TCS). %Kl 9-4,

AR HHLAT A LA 1P HuhE,  DUSE AT (O PEAS I -
ip address 172.16.102.1 255.255.255.0

Foundry FEVFRAERFAE U H EHGH S48 TCS. AR R L, 3 L 4R -
ip policy 1 cache tcp http global

1Ei%47T B, cache &4t %F TCS LIRERICEET . I 1475 X web cache, Tt X H:4 70 squidl,
I H A VRS AL E ) 1P bk
server cache-name squidl 172.16.102.66

e R0 B S K web cache Jiiiit cache 4 .
server cache-group 1
cache-name squidl
NS JOE BN AT I 8, 1 2[4 show cache-group iy 4 ¥4 Hi :
Serverlron#show cache-group
Cache-group 1 has 1 members Admin-status = Enabled Active =0

Hash_info: Dest_mask = 255.255.255.0 Src_mask = 0.0.0.0

Cache Server Name Admin-status Hash-distribution
squidl 6 3

HTTP Traffic From <->to Web-Caches

Name: squidl IP: 172.16.102.66 State: 6 Groups= 1
Host->Web-cache Web-cache->Host
State  CurConn TotConn Packets Octets Packets Octets

Client active 441 12390 188871 15976623 156962 154750098
Web-Server active 193 11664 150722 151828731 175796 15853612

Total 634 24054 339593 167805354 332758 170603710
Shbbday (AT OO, (3T T %A A, I B S E A e K, URAE TR S AT .
show server real 24t JL-F [RIRE IS B

Serverlron#show server real squidl

Squid H TR AR 11



Real Servers Info

Name : squidl Mac-addr: 00c0.4f23.d705

IP:172.16.102.66  Range:1 State:Active Wit:1 Max-conn:1000000

Src-nat (cfg:op):(off:off) Dest-nat (cfg:op):(off:off)

squidl is a TRANSPARENT CACHE ingroups 1

Remote server  : No Dynamic : No Server-resets:0

Mem:server: 02009eae Mem:mac: 045a3714

Port State Ms CurConn TotConn Rx-pkts Tx-pkts Rx-octet  Tx-octet Reas

http active 0 855 29557 379793 471713 373508204 39425322 O

default active 0 627 28335 425106 366016 38408994 368496301 O
Server Total 1482 57892 804899 837729 411917198 407921623 O
)5, f#H show logging i & K WS AT b L2 5 i squid TE Bl 570

Serverlron#show logging

00d00h11m51s:N:L4 server 172.16.102.66 squidl port 80 is up

00d00h11m49s:N:L4 server 172.16.102.66 squidl port 80 is down

00d00h10m21s:N:L4 server 172.16.102.66 squidl port 80 is up

00d00h10m21s:N:L4 server 172.16.102.66 squidl is up

T Serverlron A4 k55124741 80 i 1. UG R2y W3 squid Iz ATt 3128 i I <l .

TSRS R R AL i bk A 80 tr48 S 3128 1K T EL— b ERIR A AT S G R as L,
A 9.3.2.5 i HL o iFF,

9.3.2.3 Extreme Networks

EiZnB B, TAE 2 Summitli, BAFRRA R 6.1.3011. FEUCK% ) i/ Bo£E s 11 1, Internet
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FE3 1 2, squid £FE% 1 3. RIS E LA 9-5,

Figure 9-5. Sample network for intercepting with a router, for the Extreme and Cisco
policy routing examples

Users

Router
e 216102, 172,16,102.129

H72.16.102.65 17216101130
i Gateway to
i ihe Internet

172168, 102.0/26 172.16.102.66
Squid

Extreme AZHATLALAUN 75 A 7] 5~ W AT BEAT 6 1y B0 B0 (0 EAT HTTP B+, )i,
W RARBCE. Extreme AZHHUE ] — B (BR— VLAN B, siARER e K4y squid.
TAE HTTP £4RIEH LA, 245117, Squid, A Internet At & ANFI K VLAN,

configure Default delete port 1-8

create vlan Users

configure Users ip 172.16.102.1 255.255.255.192

configure Users add port 1

create vlan Internet

configure Internet ip 172.16.102.129 255.255.255.192

configure Internet add port 2

create vlan Squid

configure Squid ip 172.16.102.65 255.255.255.192

configure Squid add port 3

N B RO NG AT BRI B

enable ipforwarding
configure iproute add default 172.16.102.130

e, MoEACHMLEE [/ HTTP 3483 Squid:

create flow-redirect http tcp destination any ip-port 80 source any
configure http add next-hop 172.16.102.66

9.3.2.4 Cisco Arrowpoint
TRECE R TIRUATINRE D SR, I T B IR AL b, ARERf ORI T i
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AR I

circuit VLAN1
ip address 172.16.102.1 255.255.255.0

service pxyl
type transparent-cache
ip address 172.16.102.66
port 80
protocol tcp
active

owner foo
content bar
add service pxyl
protocol tcp
port 80
active

9.3.2.5 XF HTTP BRSEZFEIL 14460 5912

P BB, h A U B A, AN HIK TCP i o 7 9.4 FHLA] 2
(A e R S T H s o R L 384T HTTP g5 A1 squid, AR 4wt ™
T AR 1A

T AE 3128 i iz 47 Squid KA, EZEAE 80 i I1iE4T HTTP, il yEMt & LIiE 1 445
BRI, &3z BIANL HTTP IS TCP &, &N, Hfis HHHAC4 Squid. %N
Sy AR H s 2 80, JF HLH MMkl IR 231, WA FHLERIEZ XML, R
TTE A A8 H B, B LUE A TS UE B iZ ) .

IR, A A ACHALEEAT HTTP AR PER I, BB BRSS9 (0 1P ok XA, faot:
PERS N A Bt AL IE 1 3R RN, EA ATy Squid. %l A B U TN T8 DR IR 55 o
B HTTP g% down 5 17, 1Ml squid JEAEIEAT, @ PEA I ™ AR R A A

i R A 1] (1) — LG PR«

LANELE Squid AL 1847 HTTP A%

2.0 1 ARREIRI AL JE RN, Kok B B E 2R A A LIFPIR AR I 1) AL A2 45 squids
3. B FH AR AC AL, O H ¥ 110k 31285

45511 4 BRRASK o

9.3.3 Cisco &% H

MG NS 4 EAHIFAEANR . B A Cisco AHAD 2 w] (% ™ il LT o TE SR IX ) 2 5

Squid H SRR F 14



W 4 1 S AL AT A PR . R, AT squid AR 5E A R T I, 6 1) S A Ak
KAL) squid, A LA 0K (1B LA G5 25 o ek LBk squid fr T84 111 55 EL AT
TR,

FEARBI L, A T Cisco 7204 i %%, 1247 10S Version 12.0(5)T. W24 it & L5 §i i i —#+¥F,
DL 9-5.

HEHINC B BRI E XTI PIER, VRRCoRk B %) a2 80 i I S . 2t fk Squid
SR IE] 80 i 1A AL A SRR BRI R 2, T S L AR ERRL,
TRk squid AL, IR 1 4RI S Vr B A A 2 0.«

access-list 110 deny tcp host 172.16.102.66 any eq www
access-list 110 permit tcp any any eq www

I3k, Rk Squid A AL AR 7R, pR AT DA Fe Rk B A 19 2% B B A
access-list 110 permit tcp 10.102.0.0 0.0.255.255 any eq www

DR SR R o AEIX LR RS A e R AR B b

route-map proxy-redirect permit 10
match ip address 110
set ip next-hop 172.16.102.66

XA, RN 1P HuhEDUHEC T 1) 412 110, wifs & %3 172.16.102.66 7. 7t route-map
ITHIECT 10 B —DIPH1S, BUIRE 2 A th WL 105 o J5e i — 0 A2 I i el a3 %
Ui )4 1

interface Ethernet0/0
ip policy route-map proxy-redirect

10S A S it AR 2 3R 7. SR1M, show route-map fiv2 /2% 7] 1 «

router#show route-map proxy-redirect
route-map proxy-redirect, permit, sequence 10

Match clauses:
ip address (access-lists): 110
Set clauses:
ip next-hop 172.16.102.66
Policy routing matches: 730 packets, 64649 bytes
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9.3.4 Web Cache Coordination #pi3

Cisco Xf 4 JZAZ # B A w1 £ Web Cache Coordination Protocol(WCCP).WCCP #E £ 77
[ U 4 EEEA

G, FAEREEIE GRE (BRI o XA RVFEE W 7L, Ml st
squid ANs FLAEIEAE B has Lo UA B B2 B0, squid EHLAZIN AT iRt . IFARPT
A1) Unix 2G4 #IT GRE A

HTANAIEE, B AR AT e A B WERI 2 cache bo 52 E, B ERESAMECX AN ROE,
F1 cache KA. i A7 —413 K WCCP ¥ cache B, Fr—A> cache =80 A 411415
HI 40 cache SRR e U] 43 67 3R 01 2% PR 2% o 76K 2% 8 [ SME AR 0T, X2 —
NN LT IR

Kk WCCP i GRE, % tH s il BE a8 ZER KK B HTTP 15K 1K TCP A 73 HI B Wr o =7
EBIE, XAASLHERE, BRI HTTP ik LA MTU size (1500 775) /)N,
ERINI) TCP FTIP A0Sk 02 20 7705, XA LK MM RE L frafh iy 1460 7 15 %d . GRE
Bt GRE LM IN T 20 05, FHAMESE AN 1P LRI T 20 705 . XAEKR B &/ i
1 ) 1500 511 TCPIP A, {33548 T 1540 717 o SXAFEOR At KT AN BEAE H.
AN CLK it LA A, T DA% R 2 B s 0 1) R > v BT

9.3.4.1 WCCPvVv1

ZN RS R BIEIZ AT 10S Version 12.0(5)T 1) Cisco 7204 4% h#s L iliat. W24 e & ER K 9-5
[ o

0

G, 7E10S FLE AW AT, WO M H#s ) WCCP:

ip weep version 1
ip weep web-cache

B, DAJRAE B IR 2%t 284 11 1 380% WICCPL E HT TP 4 25 1% rh 28 (1948 11| i%0% WCCP,
30 A2 5% T s A B AN i s I 55 s Y Internet XSG 4% 1

interface Ethernet0/1
ip address 172.16.102.129 255.255.255.192
ip weep web-cache redirect out

THIRIAORAE T B S

PRABVF AR F U 1) 1) ZROKBH LE 228 web 3t i (992440 AT AR U 1) 51 2R KB LEAG A 55 K
i
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I don't re-intercept connections coming from Squid:
access-list 112 deny  tcp host 172.16.102.66 any eq www

I don't intercept this broken web site
access-list 112 deny  tcp any 192.16.8.7 255.255.255.255 eq www

I allow other HTTP traffic
access-list 110 permit tcp any any eq www

ip weep web-cache redirect-list 112

H A AN SORAE T EAE B squid, B squid AR H CoaRig tds. JRAE 9.5.1 1 HLARE iy
Jic & squid ) WCCP.

9.3.4.2 WCCPv2

MRTARER) Squid KA S RE WCCPVLL 4R 1, 1] 7E http:/devel.squid-cache.org/#k ] WCCPv2
PN T o ARRE AT ST .

VE R 2% %3 Squid 1 GRE 4, L THIAMN 4 4715 . WCCPV2 7E GRE Sk Fllt
BERIP AL 8], 3N T —ANEE ML . WSS I N A RS SR T X AN A S 8

9.3.4.3 Ak

10S At F 22 fir 2 K W ML AT 3% WCCP. show ip weep web-cache iy 23— S8 5L A 115 B
router#show ip wccp web-cache

Global WCCP information:
Router information:

Router Identifier: 172.16.102.129

Protocol Version: 1.0
Service ldentifier: web-cache

Number of Cache Engines: 1

Number of routers: 1

Total Packets Redirected: 1424

Redirect access-list: -none-

Total Packets Denied Redirect: 0

Total Packets Unassigned: 0

Group access-list: -none-

Total Messages Denied to Group: 0

Total Authentication failures: 0
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BRT RS2 A, AR 2 A I detail FLi]:

router#show ip wccp web-cache detail

WCCP Cache-Engine information:

IP Address: 172.16.102.66

Protocol Version: 0.4

State: Usable

Initial Hash Info: 00000000000000000000000000000000

00000000000000000000000000000000
Assigned Hash Info:  FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

Hash Allotment: 256 (100.00%)
Packets Redirected: 1424
Connect Time: 00:17:40

X HE AT LUE 2] squid 117 1P HubEFLRES . B aAS 1IE— cache 5l 831, -4 hash 4rAc
HEAEESRAE . KZHHH R, B4 cache #:52 BIAHEEM hash {H .

VR A S DM BURASE, 528 Fc i 1A k. AERE, T TR 5 K%

)7 L. show ip weep web-cache iy F K WCCP Prsl it E A S (i 185 2), 2K
1M show ip weep web-cache detail [*JfRAS 5 F K ILHAL Squid ) weep_version $i54 [ {H

9.4 HIERZEE

AT ik cache FEHUER TAF, WIERIERGHEAT LM TIfE. HIG, WIS IP &
Feke o X SCVFRAR RO H A 1P (MMt 5, W AUBGS ANBC E N &%
AR SCAES,  DUEESE [ 4 21 Squid.

9.4.1 Linux

AATHIFR FIE S 2.4 RS Linux W%, FAEH] RedHat Linux7.2 (NA%JE 2.4.7-10). (U1
HIRIICAAN, e REAREZAT . SR T Squid ¥ FAQ ATy, #FISET NI
SRR SRR

FEFIA iptables R R, ANAEGE IP # k. AR, Rt a] LLKRAE — THGstias &, IFE
—UNEtT R e, BRBEGSE . Bon W KI5 2 e letc/sysctl.conf SCAf HLHE
I N7

net.ipv4.ip_forward = 1

— MR, E HTTP £33, A DI IPERT W AZ . B AR AN F11 38 Qo] e & A )22 8 Linux
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W%, 5205 O'Reilly's Running Linux by Matt Welsh, Matthias Kalle Dalheimer, and Lar
Kaufman. “SURBCE AAZIN, TEFANLT R IR B0«

0 General setup
Networking support (CONFIG_NET=y)
Sysctl support (CONFIG_SYSCTL=y)

0 Networking options

Network packet filtering (CONFIG_NETFILTER=y)

TCP/IP networking (CONFIG_INET=y)

Netfilter Configuration
Connection tracking (CONFIG_IP_NF_CONNTRACK=y)
IP tables support (CONFIG_IP_NF_IPTABLES=y)
Full NAT (CONFIG_IP_NF_NAT=y)
REDIRECT target support (CONFIG_IP_NF_TARGET_REDIRECT=y)

o File systems
/proc filesystem support (CONFIG_PROC_FS=y)

TiA, TERR LA TR O -
o Networking options
Fast switching (CONFIG_NET_FASTROUTE=n)

1 E [ MR A B 3 squid 1IARAS 2 Netfilter SR —58 2. A0 F A2 &% HTTP £ #0483
squid FrIREI) :

iptables -t nat -A PREROUTING -i ethO -p tcp --dport 80 -j REDIRECT --to-port 3128

Linux WAZ4EY -2 AR 1F) tables. -t nat £33 B FRATTIEAE B 2 NAT (Mg hkdE) 3.
A b, FeAE R iptables H4 JR U6 AR 45 25 (1K) TCP/IP Huhik%s#e > squid (A3t TCP/IP Huhik.

£ iptables £ L 8. -A PREROUTING 2 B IRATTIE I 7 — 4% 00 380 Py 28 1) % 4
PREROUTING. PREROUTING A RF M AR 9 28 3E N 22 48 1 Bk €45 24

Fe N R = AR I E WA B ECIZ RN . i ethO BT B HIE A AT ethO 42 1 352 ¥4k
P -p tep ILETFRE TCP 44, --dport 80 $i5 7€ i) H ¥ /& 80, R ANIX =>4
se true, AAILECIZIN .

-j REDIRECT &I B X UCEC R 6L, SREUA Fhah 1. REDIRECT 2N EMIsES, &

S5 iptables AR 4 1) H [ Hshik 4 127.0.0.1. --to-port 3128 &It 157 iptables 274 H ¥ TCP
Uity I 2 3128,
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AR squid =AU EIEAT HTTP ARG (Bt Apache), #2588 hin 3 4 iptables $E00)
AR Fo VRS HTTP JIRS:. 50, REDIRECT #NS:3% iptables %% & %425 squid
1) 3128 iy 1o ] LA -1 62007 471 2 TO 4 N\ 2% A )«

iptables -t nat -1 PREROUTING -i ethO -p tcp -d 172.16.102.66 --dport 80 -j ACCEPT

— HIfA T3 iptables KU TAE IEMf, 10431847 a0 N dr K AP I -

Isbin/service iptables save

H4 24 BT A7 B ete/sysconfig/iptables, 4 R4 A I, X LU A BhER A .

9.4.1.1 Linux #1 WCCP

2.4 [RAH) Linux WAZ HAF 1A GRE Dh3se O 881, ‘& A REf#ID WCCP 1145 B 313411 GRE
fu, ]RGS RAE T8 (28 1% B T WCCP/GRE Uil 25/ 4 0x883E. Linux [¥] GRE
ORI AN KIS W] AbBUIX AL, KA B A T fi# 0x883E JE T i o

A LR 4 LinuxdT GREBIHL AN T, DME'E REAEWCCP T T, Squid FAQEL & T X iX AN %h
TRERE. AR, S FHWCCPHE & [t Linuxtsidl, iG55, nf DL7E X 43 E
http://www.squid-cache.org/WCCP-support/Linux/ip_wccp.c

W1 ip_weep.c SCAF A TR R . A TBTIRE, KHT WARAS AR, R
IEIA] REANA] o R AT LUE N AR EACAS H 3%, A make modules W04 4 14 fim 2 (1R 31 o
SR IG5 DR Gy A rh 1) — A, SR 5 OB B Je — NS0k ip_weep.c. 4 N & FRAE 2.4.7-10 Linux
P AZ S (i 2

% gce -Wall -D_ _KERNEL_ _ -l/usr/src/linux-2.4.7-10/include  \
-DMODULE -DMODVERSIONS -DEXPORT_SYMBAB \
-include /usr/src/linux-2.4.7-10/include/linux/modversions.h \
-02 -c ip_wccep.c

gee A AE T H k2 2B B ip_weep.o SCfF. N4 H] insmod A4, BB R AL
# insmod ip_weccp.o

R ip_weep B2 K BRI GRE/WCCP 4. et ifud, SEH -~ nl ge R is%l
i #1 squid cache. BAUNAEFIZALE, Mi% 2% 4 iptables FEIU, fE4E4MEK GRE . #i

pup

# iptables -A INPUT -p gre -5 172.16.102.65 -j ACCEPT
# iptables -A INPUT -p gre -j DROP
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AN 330 N\ sbin/service iptables save i 4 KA AR E o

9.4.2 FreeBSD

AT T FreeBSD-4.8,31 1] LAZEAT A FreeBSD-4 i 5 R A1 (1) Ja LA FizdT.
TEMOE IP sk, {Fletc/sysctl.conf FRIE N R AT
net.inet.ip.forwarding=1

T B WAL TGS 2 NIRRT AR WHRANENE Wi 9 2 N 4%, 2 L FreeBSD Handbook %
9 % (http://www.freebsd.org/handbook/index.html). g N #ZC & SCH:, WA W RAT:

options IPFIREWALL
options IPFIREWALL_FORWARD

e @ squid F ML AL T B AN B OFE W ON o, oW HE M H
IPFIREWALL_DEFAULT_TO_ACCEPT T, Wi/ b K55 ey R, A58 mr LLE [k
R,

ipfw i %15 Uk N AZ L€ ) $2 48045 52 31 squid:

/sbin/ipfw add allow tcp from 172.16.102.66 to any out

/sbin/ipfw add allow tcp from any 80 to any out

/sbin/ipfw add fwd 127.0.0.1,3128 tcp from any to any 80 in

/sbin/ipfw add allow tcp from any 80 to 172.16.102.66 in

S 2R VEAE squid FEHL A IR B A o "R RS0 HE (1) TCP & H A 239k H8r 5 1] [] squid
S5 4 FUMIVTHC squid ma Y 2 7 s IR B B . FRAEIX LA e, DA BE S 251 53 4 ipfw #E
W), XL S AE A A, B AR S s B ) ORI HE B squid. S DY SR VG HC
MR MR 5545 1R 5] squid (20 £ . 3% B S — IR A B S 25 A A IR R a0

EnfE squid EHL 3247 HTTP Jieds, b Z0gin sy SN, e, mAEEE R, H
R S5 AR IR 55 45 1 TCP Ao R AURNIALE fwd RN 22 i :

/sbin/ipfw add allow tcp from any to 172.16.102.66 80 in

FreeBSD B4 (¥ ipfw R A7 £E fetc/rc firewall HL. — HURAA RN E EH, AR
AT, B N AT i A ete/re.local 3CAt, b FreeBSD 75 shiN [ ghiz {7 /etc/re. firewall 4,

firewall_enable="YES"
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9.4.2.1 FreeBSD #1 WCCP

FreeBSDJiR A 4.8 5 LA N 8 T X GREMWCCPI 45 . HHIIMRA T ZANT, #Ral LA
703X B4R F): http://www.squid-cache.org/WCCP-support/FreeBSD/ . P &AL i1 BE A ¥ 1,
IR IEMARZA LG S 1. n] et 75 B4 i L RFGREMIH A AZ o B il FAT I P AZ TC S
B,

pseudo-device  gre

X} Freebsd-5, i F device 1% #% T pseudo-device. 488, /4t 75 B {1 % 17 EL$2 2 1) FIREWALL
I,

TEFNE ) TR NG, DN E GRE JHE K52k A % th#% 1) GRE . fi4n:
# ifconfig gre0 create

# ifconfig gre0 172.16.102.66 172.16.102.65 netmask 255.255.255.255 up

# ifconfig gre0 tunnel 172.16.102.66 172.16.102.65

# route delete 172.16.102.65

ifconfig #ir %75 gre0 F2 M b, 9N T —ABUEE 4 (172.16.102.65) M HEANH . FKI
VMR Z R, DME squid A5 AN B B2 A

PRAVFAR A 2500 K H 6 143 GRE &L, 90— 4% ipfw JEI:

/shbin/ipfw add allow gre from 172.16.102.65 to 172.16.102.66

9.4.3 OpenBSD

AT 7515 T OpenBSD 3.3

N T s A, fElete/sysctl.conf SO HLIE AT
net.inet.ip.forwarding=1

WAE, fEletc/pf.conf SCAFILITING T~ 24T, MO AL yg R
rdr inet proto tcp from any to any port = www -> 127.0.0.1 port 3128
pass out proto tcp from 172.16.102.66 to any

pass out proto tcp from any port = 80 to any

pass in proto tcp from any port = 80 to 172.16.102.66

fcan s 14 H OpenBSD it yE#s, 7527 /etc/re.conf.local SCAF LY AN —AT KFE &«
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pf=YES
9.4.3.1 OpenBSD #1 WCCP

e, #nn A7 El/etc/sysctl.conf ST, 5 VR RS2 FIALEE GRE Al WCCP 41

net.inet.gre.allow=1
net.inet.gre.wccp=1

G, F R A4 M A GRE #£ 1
# ifconfig gre0 172.16.102.66 172.16.102.65 netmask 255.255.255.255 up

# ifconfig gre0 tunnel 172.16.102.66 172.16.102.65
# route delete 172.16.102.65

PN Freebsd —#F, FRAILLAZIMER ifconfig A3 AWM . o, W T g4 i E,
WA IN— 45 U L Ao vF GRE 44

pass in proto gre from 172.16.102.65 to 172.16.102.66

9.4.4 7£ NetBSD FIH:Ath R4 L1 IPFilter

AR EISET NetBSD 1.6.1, ‘BB AEIZATLE Solaris,HP-UX,IRIX, Fl True4 I, BEsRIxLL
RGEA G4 T IPFilter.

WO NetBSD (AL, K N 47 ik /etc/sysctl.conf:
net.inet.ip.forwarding=1

RIG, K0 FATHE N NAT B & SCfFfetc/ipnat.conf H:
rdr fxp0 0/0 port 80 -> 172.16.102.66 port 3128 tcp

i B 1144 7T i 5 A1) fxp0 AN«
9.4.4.1 NetBSD #1 WCCP

FAEAE NetBSD LIz WCCP, BT 7 GRE #h ] k4552 WCCP 4. i% ] flF  AAR Y5t
7t \PFilter rdr KU FH ZE 7405 130 1. K H 2% th#s Al i NetBSD 1) gre0 #2110 (FEIX H
EAIRERED . AR, ARl R A, GBS A, RS EAE R — MW,
IXFE, IPFilter XS AT %5 squid [RIASHE 1P Mk 55 e[ Jr 4 AR 25 2% (1) sk
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9.5 ELE Squid

A R4l Linux 2.4 F1 iptables, 7£i247./configure ff, #] i fi]--enable-linux-netfilter &I,
EWIEHELE Linux (FRFRACES, DURIIAGEE K1 IR AR IR 55 45 1) 1P idik. Squid 1E 550 T
M Host S8, 7951 J5 44 I 45 2% (1) 4 7 ORI/l il ) . --enable-linux-netfilter THE{ 0 AT Host
SKES IR SRR & B . et s LT I kAT Host Sk, BT LASE B rhra] RAAME H

--enable-linux-netfilter i% 17,

{8 W 1 AE A ] IPFilter 43 ( NetBSD,Solaris, 5 b ), DA 24 [A] £ 1) 21 b, AR 8 2% A4
--enable-ipf-transparent 5. £ OpenBSD _I-, i%1iiH--enable-pf-transparent iETi. &Fkiz
17 .Jconfigure I, 20 4w 1 squid, L 3.8 FE L.

{EI&4T T Jconfigure FIE 4w % T squid )7, m] LA%w4E squid.conf SCAF. 1E ke £, WA T 41
F54 8 T 45 € A :

httpd_accel_host virtual
httpd_accel_port 80
httpd_accel_uses_host_header on
httpd_accel_with_proxy on
httpd_accel_single_host off

http_accel_host #§ 4 & KB . ‘B8~ squid #EZ A FH URL 11 HTTP i K.
httpd_accel_uses_host_header #%i7%, foYF squid 1] Host Sk 53 K4 2 52 % URIL, virtual
AT FR 7N squid 7EGRZ Host Skl , FF JRUus s 48 1) 1P Huhk st URL B,
httpd_accel_with_proxy &4 #31 squid & 5 Rk HTTP ikgs G4 URD) ik, NEs2AR
B (524 URD 13K . £E cache #2851, ‘& NAZHT o W S8 H P WA ) L &8 H squid
AL, JRENE httpd_accel_with_proxy ¥ #%i%, squid tfg T1F.

httpd_acces_single_host 54 1E & & 00 F #2511, £ HIRRAN squid 5L, ‘& AT RER BRI IS .
7t cache £, "N HEARL AR I

BN EEAE A 1R XT 80 ¥ 11, ARBi4FiZK httpd_accel_port %4 0. WLFfF s A B3 245 5.
TR & A H WCCP, liZfE & 1 4 AR £2 8 16 21 squid T o il A FH 90 B g ok L

R, BCE A squidelient AT R, b al LUSCT— 3. BQiiRfli ] WCCP, R4 A7
2P RESE

9.5.1 AZ'E® WCCPv1l

P AN RAEATAT 215 3] squid, ELF squid FARE H O e, O T ik squid ISKES, fF
squid.conf HH B4 I AT
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wcecep_router 172.16.102.65
wcep_version 4

A2 AN AT squid AHIEE W) 1P Mkl X ASURLER), Bk A
% EHA Y WCCP JH L, KHE 1P btk B4 A 2 11 () btk o Bcanyii ik AT weep_router
{H, squid &4H4E WCCP %5 &..

WCCPVL SCRSHLE 4 1E M PURAS . SR, HELeH] 4+, Cisco 10S 11.2 L RFEMSUR
A 3o ABRWHRAE A 10S, i1 squid.conf B AR A 5 .

wcep_version 3
9.6 At [e] R

HTTP £ LR 0%, UM VR AN et 20L& IR AT o O 1 FEBDARERER ), R
A )RR A A A K

® ) M B IEAE T L e A AT LI 7

FEFTE 2 L, X R 25 M. URATLL trace i3 SR XT NG B IN AR SR IIAE KT &2
AL, BT R E AR R . RUHRIIAZUE K, FHA M sniffer 4%, HrTLL
MR web 70 b (R B o ARBIRIIINERE, WoTA Lk, JFRERER
SN 2 i ) web 31 5 o

® Ut h AR/ AL B L AT IR ?

PRABVE SRR A A AT UL B o BRI CICE T2 0, RS i R e IR e ?
FETHT G B IEAE BE A% 138 AT? BVFAEIRIRAFICE AT, B e ACHHL O A T A2k
AT, VREVF 7 2 reboot B .

® XML/ EEAE S squid EHLATENY ?
fiE MK 1 #8420 L ping 18 squid M52 KER Sy 4 A e R M 48 4% A squid 7 [ — 1
WL, BRI RS S L, BfARE ping 18 squid 1¥) IP Mkt

®  CHHU/E A AHAE squid £EIS AT ?

AR S A RIESTES] squid, BRAEEAIANIE squid 2fdrhm. A a2k
B squid ERHMRRAS o VPSR = 2@ AN (4 ICMP ping)  EE Y A0 (41
WHTTP) RS, 'EAIMZE & TER S squid brid A AR .

® Squid SEFRfEIE TI?
THHHRIIA squid FUEAEIZAT, $FRE AL RGO I R oL T .

® Hdli U IEAEHIA squid ML ?

1] tepdump BE WL B2 TCP 4%, Wl R &
# tcpdump -n -i ethO port 80
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R ] WCCP, iifa ok A % th#3) GRE
# tcpdump -n -i ethO ip proto gre

BN A7 2 tepdump FAEMTE S, DB 125 A8 AL AT REBCAH AOBAT T ER . ARG
NP (4 (21 =1 [N gt iofie A

T, RN e& B AL DY 2O PRSI, AR ] LAAE topdump FR R HE LR BT 28 o kP I
K B B A A B 1P Hikik, PrUCe IR S A o AR I BRI, (R A At
B, AT e R M rh A A B LIS squid FR R I R A O ANEEH: . 0, % ] REARULF
200(0K)umr“, 2 squid & [F[—METE, 1 401 CRIZED 85 404 CRAIL . 15X} access.log
BT tail -f &%

® UG T IP B ?

W FFIA squid IZ1TIRE RAILE T IP Wik Bk, FHnaess sl
£, A HK P Mtk IEA M .

o [ilELYE T g?

HHA I gE R (40 ipfw,iptables,pf 25) Bt & IEMfi. ARFFHEIBAT RIFHS, fREEEME
AT R R I RN, IR Bl

# ipfw show 300 ; sleep 3; ipfw show 300

00300 86216 8480458 fwd 127.0.0.1,3128 tcp from any to any 80 in
00300 86241 8482240 fwd 127.0.0.1,3128 tcp from any to any 80 in

%R (E FreeBSD I, G ih Bds B FIZE =51 IEAEGIC.
® IR LRI E T ?
AR UNAT — S A% e e ) A0 21 127.0.0.1, TEAIARR S (940 100,10 %5) &k T, Jf
FCERLE . R, PR Ak I 4 A A T E 1) R
® WCCP/GRE G IEMfi T 112
fecan i WCCP, 15#ii\ GRE t 8 IERAMFIT o RN DA A ey, 2R 48 AN BT 1 a0 e b B
GRE 1, JBmi{E netstat -s {14 H 52 WL E]"unknown/unsupported protocol" 14 #s /e K .
# netstat -s | grep unknown
46 packets for unknown/unsupported protocol
i1 OS 45 GRE #:11, iEAEIZAT netstat -i fiv%, MWK (10 55

# netstat -in | grep gre0

Name Mtu Network Address Ipkts lerrs Opkts Oerrs  Coll
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gre0 1476 <Link#4>
304452 0 0 4 0

74k, 4F GRE #1247 tepdump:
# tcpdump -n -i gre0

®  Squid REN NS ) ity ?
A T REMS AR AL RE A IE B squid, {H squid AN REREAL AIE RN i XA L AT g K
AR Bk BE I ERNAE L A0 B £, B squid B BIE S i 1P HikEM Rk . b TR A

PP, A% iS4T netstat -n FFEE SYN_RCVD IRA I sockets:

% netstat -n

Active Internet connections

Proto Recv-Q Send-Q Local Address Foreign Address (state)

tcp4 0 0 10.102.129.246.80 10.102.0.1.36260 SYN_RCVD
tcp4 0 0 10.102.129.226.80 10.102.0.1.36259 SYN_RCVD
tcp4 0 0 10.102.128.147.80 10.102.0.1.36258 SYN_RCVD
tcp4 0 0 10.102.129.26.80 10.102.0.2.36257 SYN_RCVD
tcp4 0 0 10.102.129.29.80 10.102.0.2.36255 SYN_RCVD
tcp4 0 0 10.102.129.226.80 10.102.0.1.36254 SYN_RCVD
tcp4 0 0 10.102.128.117.80 10.102.0.1.36253 SYN_RCVD
tcp4 0 0 10.102.128.149.80 10.102.0.1.36252 SYN_RCVD

ARG 23X e, 544 ping F1 traceroute AN squid A% 5 % 7 s X 1) WA o

® Squid fit 5 R ah Ik 55 A o 1E N 2

B squid ANEEIERL R R A RS 2%, £ HTTP M & VLT, WX AR A, netstat &

ORI 2 IERAE SYN_SENT R4

% netstat -n

Active Internet connections

Proto Recv-Q Send-Q Local Address Foreign Address (state)

tcp4 0 0 172.16.102.66.5217 10.102.129.145.80 SYN_SENT
tcp4 0 0 172.16.102.66.5216 10.102.129.224.80 SYN_SENT
tcp4 0 0 172.16.102.66.5215 10.102.128.71.80 SYN_SENT
tcp4 0 0 172.16.102.66.5214 10.102.129.209.80 SYN_SENT
tcp4 0 0 172.16.102.66.5213 10.102.129.62.80 SYN_SENT
tcp4 0 0 172.16.102.66.5212 10.102.129.160.80 SYN_SENT
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tcp4 0 0 172.16.102.66.5211 10.102.128.129.80 SYN_SENT
tcp4 0 0 172.16.102.66.5210 10.102.129.44.80 SYN_SENT
tcp4 0 0 172.16.102.66.5209 10.102.128.73.80 SYN_SENT
tcp4 0 0 172.16.102.66.5208 10.102.128.43.80 SYN_SENT

T ping 1 traceroute SKAfiIA squid RE JEU4A AR 25 #8251 o

® SMINESIEHEY?

Bl squid ft ping IS5 . 3 ELUSAN WK RERIIEREAE SYN_SENT 1R, I B
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